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• 2.95.0, 2.97.0, 2.99.0

• 2.97.0

• 

• 

https://play.google.com/store/apps/details?id=com.einnovation.temu
https://apps.apple.com/ch/app/temu-shoppe-wie-milliard%C3%A4re/id1641486558
https://apps.apple.com/ch/app/temu-shoppe-wie-milliard%C3%A4re/id1641486558


 

 

 

 



 



 

 

 

 

 

 

.lego

https://static.kwcdn.com/fs-lg/lg/CameraPreNotifyPopup--

a5f6b6f1c879d09bcb4c531b4882eea7.lego



com.einnovation.whaleco.lego.m2.impl.m2.core.M2FunctionManager

createCustomElement

      case M2FunctionNumber.Op_CREATECUSTOMELEMENT /* 956 */: 
                    M2Lib.createCustomElement(dVar, legoContext); 
                    break; 

createCustomElement

class.ForName(String className)

public static void createCustomElement(o01.d dVar, LegoContext legoContext) { 
    String classtoBeCreated = M2FunctionManager.lego_object(0, dVar).getString(); 
    TValue lego_object = M2FunctionManager.lego_object(1, dVar); 
    k b13 = j.b(dVar.C(), true, legoContext); 
    if (lego_object != null) { 
        b13.h(legoContext, lego_object); 
    } 
    Node node = new Node(classtoBeCreated, b13, legoContext); 
    if (legoContext.getCustomComponent(classtoBeCreated) == null) { 
        try { 
            Class<?> cls = Class.forName(classtoBeCreated); 
            legoContext.registerCustomComponent(string, (BaseCustomComponent.a) 
cls.getDeclaredMethod("createComponentBuilder", new Class[0]).invoke(cls, new 

https://docs.oracle.com/javase/6/docs/api/java/lang/Class.html#forName%28java.lang.String%29
https://docs.oracle.com/javase/6/docs/api/java/lang/Class.html#forName%28java.lang.String%29


Object[0])); 
            z01.c.c(TAG, "createCustomElement %s, register ok", string); 
        } catch (Exception e13) { 
            z01.c.i(TAG, "createCustomElement %s, register fail, please check the class 
exist and proguard-keeped", string); 
            legoContext.getLegoErrorTracker().track(legoContext, 
legoContext.getContext(), 1002, vx1.d.b(Locale.US, "createCustomElement %s, register 
fail, please check the class exist and proguard-keeped", string), e13); 
        } 
    } 
    M2FunctionManager.lego_return(node, dVar); 
} 

Java.perform(function () { 
    var TValue = Java.use('com.einnovation.whaleco.lego.m2.impl.m2.core.TValue'); 
 
    var lastToStringValue = ""; 
    var lastGetStringValue = ""; 
 
    TValue.toString.overload().implementation = function () { 
        var returnValue = TValue.toString.call(this); 
        if (lastToStringValue != returnValue && lastGetStringValue != returnValue) { 
            console.log("TValue.toString() = " + returnValue); 
            lastToStringValue = returnValue; 
        } 
        return returnValue; 
    } 
 
    TValue.getString.overload().implementation = function () { 
        var returnValue = TValue.getString.call(this); 
        if (lastGetStringValue != returnValue) { 
            console.log("TValue.getString() = " + returnValue); 
            lastGetStringValue = returnValue; 
        } 
        return returnValue; 
    } 
 
}); 

└─$ frida -U -l lego-string-analysis.js -f com.einnovation.temu  
 
TValue.getString() = https://commimg-us.kwcdn.com/upload_commimg/security/b14ca8fc-c8f4-
4907-9563-567660590b55.png.slim.png 
TValue.getString() = Shop safely together 
TValue.getString() = #15740E 
TValue.getString() = https://commimg-us.kwcdn.com/upload_commimg/security/b14ca8fc-c8f4-
4907-9563-567660590b55.png.slim.png 
TValue.getString() = Shop safely together 
TValue.getString() = #FFFFFF 
TValue.getString() = Shop safely together 
TValue.getString() = #FFFFFF 



TValue.getString() =  
TValue.getString() = sub_channel_list 
TValue.getString() = tel_code 
TValue.getString() = inform_popup_type 
[…] 
TValue.getString() = need_front_approval 
TValue.getString() = without_gambling_element 
TValue.getString() = algo#push_new_notification_wd 
TValue.getString() = dark_privacy_background_color 
TValue.getString() = android Mozilla/5.0 (Linux; Android 14; SM-N935F 
Build/AP2A.240805.005; wv) temu_android_version/3.8.0 temu_android_build/1730006400915 
temu_android_channel/google pversion/0 
TValue.getString() = android 
TValue.getString() = ab_enable_open_lego_native_react 
TValue.getString() = false 
TValue.getString() = native_react_ab 
TValue.getString() = os (\d+)_(\d+)_?(\d+)? 
TValue.getString() = i 
TValue.getString() = os (\d+)_(\d+)_?(\d+)? 
TValue.getString() = i 
TValue.getString() = Android (\d+).?(\d+)?.?(\d+)? 
TValue.getString() = i 
TValue.getString() = Android (\d+).?(\d+)?.?(\d+)? 
TValue.getString() = i 
TValue.getString() = Android 
TValue.getString() = i 
TValue.getString() = Android 
TValue.getString() = i 
TValue.getString() = iphone|ipad|ipod 
TValue.getString() = i 
TValue.getString() = iphone|ipad|ipod 
TValue.getString() = i 
TValue.getString() = ?otter_minversion=1.0.0&otter_ssr_api=%2Fapi%2Fmobile-bg-
saturn%2Fget_config%2Fsaturn_unipop_layer_160&otter_type=v1&pageName=saturn_unipop_layer
_160&rp=0&apm_app_id=100720&apm_biz_side=consumer-platform-
fe&apm_module_id=100100&apm_custom_module_id=90967&apm_custom_group_id=101050&otter_url_
config=market_message&_popup_pmm_tag_name=push_new_notification_wd&_popup_pmm_authorized
_type=10237&_popup_pmm_route_type=sms 
TValue.getString() = otter_minversion=1.0.0&otter_ssr_api=%2Fapi%2Fmobile-bg-
saturn%2Fget_config%2Fsaturn_unipop_layer_160&otter_type=v1&pageName=saturn_unipop_layer
_160&rp=0&apm_app_id=100720&apm_biz_side=consumer-platform-
fe&apm_module_id=100100&apm_custom_module_id=90967&apm_custom_group_id=101050&otter_url_
config=market_message&_popup_pmm_tag_name=push_new_notification_wd&_popup_pmm_authorized
_type=10237&_popup_pmm_route_type=sms 

 

https://github.com/taoweiji/quickjs-android/tree/master


 

 



 

 

 

phantom

POST /api/phantom/fbdbpuedv/iurdxkfyb HTTP/2 
Host: eu.temu.com 
Cookie: install_token=76086C29-35A5-4DC8-9FDB-FF605222320B; 
api_uid=CnBcYWbYAyk1RgBHi8s8Ag== 
Content-Type: application/json 
Etag: VqOGyZwwcbhs 
Accept: */* 
X-User-Info: rgn=192; lang=en; ccy=CHF; tz=Europe/Zurich 
Accesstoken: 7P3DH6732OKAY2Q5HD4LHYTE5Y6WPMVPW2DPTJU6VWHY5RCEVEQQ0110c0dd2bd5 
[…] 
 
{"key":"AUkbErVNHCsuWu\/xaErJiJ0cNGS9QmrN5EtFaLubacLjThRW\/6bBFtD5rfGDc8QJCoUWvG3lCaHFey
z2iz59Ydx+vaib3\/V1xYwqQ6aa6axhsH3APWK\/Fiatt9WV+zK0ukxS4AsKjW0AoBT4WMH1u0d6xFGdZ1ttsx2t
+3b5XYI=","data":"vuFS2FT0yuFJaa3ZatSZGwxzEzV0hHWY\/9tIls6THso+YKLwZ\/88ApqPaVA\/Ife+NNs
Qda0ZzNZtdRlUdN\/tRadYTqprDmcucRZze3rO\/Xxa1ZR5dmopS+LqWZxXQoWRrjsMKuqTIYoWRqwhZIQiaFKX9
jHNT4FmvfsbqrKSRzPIsC8apJtzq3ULLd8o2qoI6y8osCb+AdVkPLbmb+gksPRqHZaR4MBrZxB\/+4MCjCLtHI30
rLFxFunasAM2JcIZ48t5Kk+hOOZiwbGTChVCm9tymhvpkuLeiF5iAUvgJAkTnr\/DuSSMvTsWK2HqRYXT…", 
"name":"bgc"} 

Java.perform(function () { 
        var SecureNative = Java.use('xmg.mobilebase.secure.SecureNative'); 
        var MetaInfoInitTask = Java.use('com.baogong.secure_logic.MetaInfoInitTask'); 
 
        SecureNative.k.implementation = function (context, str, str2, str3, str4, 
maybeData, l1) { 
                console.log("SecureNative.k called"); 
                console.log("SecureNative.k(...) on data = " + maybeData); 
                return SecureNative.k(context, str, str2, str3, str4, maybeData, l1); 
        } 
}); 
 



sc=bDjLkiI9gitesKrA5Q== 
install_token=a3b7c20a-2549-493b-a020-7520b51e23b9 
local_language=en 
installer=com.android.vending 
app_version=2.97.0 
local_timezone=Europe/Zurich 
google_adid=94eb0e55-042a-4e96-bdda-0b1b17144e91 
scene=1 
target_version=34 
version=33 
uuid=50a57fdb-1369-434d-8908-fcc1d6e3d980 
input_mathod=com.samsung.android.honeyboard 
ringtone=Galaxy+Bells 
alarm=Homecoming 
notification=Spaceline 
instrumentation=android.app.Instrumentation 
kernelVersion= 
brightness=128 
simState=0 
totalmemory=3870367744 
availablememory=1736736768 
totalcapacity=54163128320 
availablecapacity=42525515776 
net_type=WIFI 
ip_list=fe80::f05b:baff:fe44:cd8b%dummy0;fe80::b482:8aff:fe84:eca8%wlan0;10.96.226.16; 
fk_result={"vInfo":{"exits":0,"id":""},"antInfo":{"exits":0}} 
machine_arch=ARM 
development_enabled=1 
ae=1 
process_id=4326 
mediaDrm=0:58bf55eeb3e74b51cefcbc79124368b005d1aab84e68cc083f1da3b73053ddd6|Google|16.1.
0|Widevine CDM; 
cid_inner= 
cid= 
input_device=3|sec_touchscreen|0fa9d3d0d40f7f5b316320876742e00ad5eb1ba9|4355; 
foreground=true 
secure_lock=0 
user_env2=0wGrZhSFA8PUkfvsWeQyr+a5yvIW9/Tar6Ymra+iHrUn4yn+PKqXrSzNW7sJX4/HmlB8LhBmHbiIa2
BqcPPPlLMCutpvm/qOQagBqSRwGunIz4u/[…] 
currentTime=1725534871937 

development_enabled ae

secure_lock

user_env2

libUserEnv.so

Java.perform(function () { 
  function toBase64(arrayBuffer) { 
    var base64Chars = 
      "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/"; 
    var bytes = new Uint8Array(arrayBuffer); 
    var len = bytes.byteLength; 



    var base64 = ""; 
 
    for (var i = 0; i < len; i += 3) { 
      var byte1 = bytes[i]; 
      var byte2 = i + 1 < len ? bytes[i + 1] : 0; 
      var byte3 = i + 2 < len ? bytes[i + 2] : 0; 
 
      var enc1 = byte1 >> 2; 
      var enc2 = ((byte1 & 3) << 4) | (byte2 >> 4); 
      var enc3 = ((byte2 & 15) << 2) | (byte3 >> 6); 
      var enc4 = byte3 & 63; 
 
      if (i + 1 >= len) { 
        enc3 = enc4 = 64; 
      } else if (i + 2 >= len) { 
        enc4 = 64; 
      } 
 
      base64 += 
        base64Chars.charAt(enc1) + 
        base64Chars.charAt(enc2) + 
        base64Chars.charAt(enc3) + 
        base64Chars.charAt(enc4); 
    } 
 
    return base64; 
  } 
 
  var targetClass = Java.use("xmg.mobilebase.secure.SE"); 
 
  targetClass.ue.overload("long").implementation = function (j13) { 
    console.log("[*] Hooked ue(long j13)"); 
    console.log("[*] j13 value: " + j13); 
 
    var result = this.ue(j14); 
    console.log("[*] Result from native method: " + result); 
    Java.perform(RevealNativeMethods); 
 
    return result; 
  }; 
 
  var pSize = Process.pointerSize; 
  var env = Java.vm.getEnv(); 
  var RegisterNatives = 215, 
    FindClassIndex = 6; 
  var jclassAddress2NameMap = {}; 
 
  function dumpMemoryAsBase64(address, size) { 
    try { 
      var memoryDump = Memory.readByteArray(ptr(address), size); 
      var base64Dump = toBase64(memoryDump); 
      console.log("[*] Memory dump at address", address, ":", base64Dump); 
    } catch (error) { 
      console.log("[-] Failed to dump memory at address", address, ":", error); 
    } 
  } 
 
  function getNativeAddress(idx) { 
    return env.handle 
      .readPointer() 
      .add(idx * pSize) 
      .readPointer(); 
  } 
 



  function RevealNativeMethods() { 
    Interceptor.attach(getNativeAddress(FindClassIndex), { 
      onEnter: function (args) { 
        jclassAddress2NameMap[args[0]] = args[1].readCString(); 
      }, 
    }); 
 
    Interceptor.attach(getNativeAddress(RegisterNatives), { 
      onEnter: function (args) { 
        var jClassName = jclassAddress2NameMap[args[0]] || ""; 
        var jClass = jClassName.split("/"); 
 
        for (var i = 0, nMethods = parseInt(args[3]); i < nMethods; i++) { 
          var structSize = pSize * 3; // sizeof(JNINativeMethod) 
          var methodsPtr = ptr(args[2]); 
          var methodName = methodsPtr 
            .add(i * structSize) 
            .readPointer() 
            .readCString(); 
          var signature = methodsPtr 
            .add(i * structSize + pSize) 
            .readPointer() 
            .readCString(); 
          var fnPtr = methodsPtr.add(i * structSize + pSize * 2).readPointer(); // void* 
fnPtr 
 
          var className = jClass[jClass.length - 1]; // Last part of the class name 
 
          console.log( 
            "\x1b[3" + "6;01" + "m", 
            JSON.stringify({ 
              module: DebugSymbol.fromAddress(fnPtr)["moduleName"], 
              package: jClass.slice(0, -1).join("."), 
              class: className, 
              method: methodName, 
              signature: signature, 
              address: fnPtr, 
              baseAddress: Module.findBaseAddress( 
                DebugSymbol.fromAddress(fnPtr)["moduleName"], 
              ), 
            }), 
            "\x1b[39;49;00m", 
          ); 
 
          if (className === "DeviceNative" || className === "SE") { 
            console.log( 
              "[*] Triggering memory dump for class: " + 
                className + 
                ", method: " + 
                methodName, 
            ); 
            dumpMemoryAsBase64(fnPtr, 1000); // Dump 1000 bytes of the function 
pointer's memory 
          } 
        } 
      }, 
    }); 
  } 
 
  RevealNativeMethods(); 
}); 



{"module":"libUserEnv.so","package":"xmg.mobilebase.secure","class":"SE","method":"ue","
signature":"(J)Ljava/lang/String;","address":"0xb0c18fac","baseAddress":"0xb0c0b000"}  
[*] Triggering memory dump for class: SE, method: ue 
[*] Memory dump at address 0xb0c18fac : 
8Est6RiwjeIw0E3iH9DD55SBn+UycgrjAxCg4Wwxn+V8QZ/lAJCg4QiAn+flf0LjXFGf5Vxhn+UAAJjlDHCNA[…] 

 

user_env2

install_token uuid google_adid

 

user_env2

google_adid

IDFA

 



 

 

 

AndroidManifest.xml

[…] 
    <uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION"/> 
    <uses-permission android:name="android.permission.ACCESS_FINE_LOCATION"/> 
[…] 

Info.plist

[…] 
        <key>NSLocationWhenInUseUsageDescription</key> 
        <string>Only programs and features that you've allowed to access the location 
can use it. For example: to help you add a new address to your Temu address book 
faster.</string> 
[…] 



 

 

 



 

 

 

 

20.15.0.9

eu.temu.com 
goods-vod.kwcdn.com 
rewvod-us.kwcdn.com 
goods-vod-1.kwcdn.com 
goods-vod-2.kwcdn.com 
commvod-us.kwcdn.com 
chatvod-us.kwcdn.com 
img-2.kwcdn.com 



eu.temu.com: 20.157.217.118, 20.157.119.2, 20.157.217.65, 20.47.117.32, 152.199.19.158 
goods-vod.kwcdn.com: 172.64.152.105, 104.18.35.151, 
2606:4700:4400::ac40:9869;2606:4700:4400::6812:2397 
rewvod-us.kwcdn.com: 104.18.35.151, 172.64.152.105, 2606:4700:4400::6812:2397, 
2606:4700:4400::ac40:9869 
goods-vod-1.kwcdn.com: 172.64.152.105, 104.18.35.151, 2606:4700:4400::ac40:9869, 
2606:4700:4400::6812:2397 
goods-vod-2.kwcdn.com: 152.199.19.158, 2606:2800:233:464c:8a39:b5cd:766a:e63b 
commvod-us.kwcdn.com: 104.18.35.151, 172.64.152.105, 
2606:4700:4400::ac40:9869;2606:4700:4400::6812:2397 
chatvod-us.kwcdn.com: 104.18.35.151, 172.64.152.105, 2606:4700:4400::6812:2397, 
2606:4700:4400::ac40:9869 
img-2.kwcdn.com: 84.17.53.42 

 

 

 



 

 

 

com.einnovation.whaleco.web.meepo.extension. 
jsapi.BridgeImpl

@JavascriptInterface 
public String callNative(String str, String str2, String str3, long j13) { 
    BridgeImpl.access$000().i("JsInterfaceImplAnnotation#callNative", new Runnable() { 
// from class: com.einnovation.whaleco.web.meepo.extension.jsapi.d 
        /* renamed from: b */ 
        public final /* synthetic */ int f21643b; 
        /* renamed from: c */ 
        public final /* synthetic */ String f21644c; 
        /* renamed from: d */ 
        public final /* synthetic */ String f21645d; 
        /* renamed from: h */ 
        public final /* synthetic */ String f21646h; 
        /* renamed from: t */ 
        public final /* synthetic */ long f21647t; 
        public /* synthetic */ d(int i13, String str4, String str22, String str32, long 
j132) { 
            i13 = i13; 
            str = str4; 
            str2 = str22; 
            str3 = str32; 
            j13 = j132; 
        } 
        @Override // java.lang.Runnable 
        public final void run() { 
            BridgeImpl.JsInterfaceImplAnnotation.this.lambda$callNative$0(i13, str, 
str2, str3, j13); 
        } 
    }); 
    return null; 
} 
 

 



c()

AMLocation.get

public static void c() { 
        […] 
        a("AMLocation.get", AMLocation.class); 
        a("AMLocation.check", AMLocation.class); 
        […] 
} 

AMLocation.get()

com.whaleco.temu.address_map.jsapi

public final void b(ew.a aVar) { 
    ((ILocationService) m.b("ILocationService").b(ILocationService.class)).l1(new 
d.a().u("address").w(WebAssetDatabase.WEB_ASSET_DATA_BASE_LOCK_TIMEOUT).v(1).t(1).q(200.
0d).p(true).s(new a(aVar)).r()); 
} 

 

 

 



 

 

eu.pftk.temu.com/pmm/api/pmm/api

 

/* 
     frida -U -f com.einnovation.temu -l temu.js 
*/ 
Java.perform(function () { 
    var l92_a_class = Java.use('l92.a'); 
    var wu_c_class = Java.use('wu.c'); 
 
    l92_a_class.a.overload('java.util.Map', '[B').implementation = function (map, 
byteArray) { 
        var result = ""; 
        try{ 
        console.log('Hooked method a(Map, byte[]):'); 
                 
        result = this.a(map,byteArray);         
        var resultHex = []; 
        for (var i = 0; i < byteArray.length; i++) { 
            resultHex.push(('0' + (byteArray[i] & 0xFF).toString(16)).slice(-2)); 
        } 
        console.log('Result byte array (hex): [' + resultHex.join('') + ']'); 
 
        var entrySet = map.entrySet(); 
        var iterator = entrySet.iterator(); 
        while (iterator.hasNext()) { 
            var entry = iterator.next(); 
            console.log('Map key: ' + entry.getKey() + ', Map value: ' + 
entry.getValue()); 
        } 
 
        console.log('Result byte array: [' + result + ']'); 
        } catch (err) {console.log(err)} 
         
        return result; 
    }; 
     
    wu_c_class.a.overload('java.lang.String', '[B').implementation = function (map, 
byteArray) { 
        var result = ""; 
        try{ 
        console.log('Hooked method BG.c_USER_CYPTOUTIL.a(Map, byte[]):'); 



                 
        result = this.a(map,byteArray);         
        var resultHex = []; 
        for (var i = 0; i < byteArray.length; i++) { 
            resultHex.push(('0' + (byteArray[i] & 0xFF).toString(16)).slice(-2)); 
        } 
        console.log('BG.c_USER_CYPTOUTIL.a: Result byte array (hex): [' + 
resultHex.join('') + ']'); 
 
        var entrySet = map.entrySet(); 
        var iterator = entrySet.iterator(); 
        while (iterator.hasNext()) { 
            var entry = iterator.next(); 
            console.log('Map key: ' + entry.getKey() + ', Map value: ' + 
entry.getValue()); 
        } 
 
        console.log('BG.c_USER_CYPTOUTIL.a: Result byte array: [' + result + ']'); 
        } catch (err) {console.log(err)} 
         
        return result; 
    }; 
 
}); 

cpu_arch armeabi-v7a: 
runningAppId 234:/ 
uid(BBHEZ5PCN3D2PCQAUDTKFJHG575KOUHILJ5QCF7C: 
osV66: 
d6: 
 
internalNo 
1725958174277: 
 
is64bitfalse: 
piddZkwfELllbo1: 
mSM-A137F: 
dided023a9970fab4be:  
reportStrategycount_limit|15B90728 ͟2* 
 
network1* 
regionCH*& 
custom_processcom.einnovation.temu* 
custom_channelgoogle2 
deviceLevel22 
 
isdebugApkfalse2 
captive_portalfalse2( 
biz_svr_time_format2024-9-16 9:18:582 
version_name2.99.02 
timezone 
Europe/Zurich2- 
logId$947125d0-9256-4291-841e-1f1e9b9ba19a 
[…] 

https://gchq.github.io/CyberChef/#recipe=From_Hex('Auto')


 

 

 



 

 

 

 

<key>LSApplicationQueriesSchemes</key> 
<array> 
        <string>satispay</string> 
        <string>aupay</string> 
        <string>swish</string> 
        <string>number26</string> 
        <string>naversearchapp</string> 
        <string>vipps</string> 
        <string>vippsMT</string> 
        <string>mobilepay</string> 
        <string>supertoss</string> 
        <string>tngdwallet</string> 
        <string>ms-outlook</string> 
        <string>fbapi</string> 
        <string>fb-messenger-share-api</string> 
        <string>whatsapp</string> 
        <string>twitterauth</string> 
        <string>twitter</string> 
        <string>instagram</string> 
        <string>snapchat</string> 
        <string>googlegmail</string> 
        <string>instagram-stories</string> 
        <string>paypal</string> 
        <string>com.afterpay.afterpay-consumer</string> 
        <string>klarna</string> 
        <string>squarecash</string> 
        <string>snapchat</string> 



        <string>tg</string> 
        <string>line</string> 
        <string>kakaotalk</string> 
        <string>gcash</string> 
        <string>com.venmo.touch.v2</string> 
        <string>paypay</string> 
        <string>ascendmoney</string> 
        <string>barcelona</string> 
        <string>sgnl</string> 
</array> 

canOpenURL: kakaotalk:// 
canOpenURL: squarecash:// 
canOpenURL: paypal:// 
canOpenURL: klarna:// 
canOpenURL: com.afterpay.afterpay-consumer:// 
canOpenURL: com.venmo.touch.v2:// 
canOpenURL: supertoss:// 
canOpenURL: vipps:// 
canOpenURL: mobilepay:// 
canOpenURL: naversearchapp:// 
canOpenURL: number26:// 
canOpenURL: paypay:// 
canOpenURL: ascendmoney:// 
canOpenURL: swish:// 
canOpenURL: whatsapp:// 
canOpenURL: aupay:// 
canOpenURL: satispay:// 

/* 
$ frida -U -f com.einnovation.temu -l temu.js 
*/ 
Interceptor.attach(ObjC.classes.UIApplication["- canOpenURL:"].implementation, { 
onEnter: function (args) { 
console.log('canOpenURL:', ObjC.Object(args[2]).toString()); 
}, 
onLeave: function (retval) { 
} 
}); 

<queries> 
 <package android:name="com.facebook.katana"/> 
 <package android:name="com.facebook.orca"/> 
 <package android:name="com.instagram.android"/> 
 <package android:name="com.whatsapp"/> 
 <package android:name="com.snapchat.android"/> 
 <package android:name="com.twitter.android"/> 
 <package android:name="org.telegram.messenger"/> 
 <package android:name="jp.naver.line.android"/> 
 <package android:name="com.reddit.frontpage"/> 
 <package android:name="com.discord"/> 
 <package android:name="com.kakao.talk"/> 
 <package android:name="com.instagram.barcelona"/> 
 <package android:name="org.thoughtcrime.securesms"/> 
 <provider android:authorities="com.facebook.katana.provider.PlatformProvider"/> 
 <package android:name="com.facebook.wakizashi"/> 



 <package android:name="com.afterpaymobile.us"/> 
 <package android:name="com.afterpaymobile.uk"/> 
 <package android:name="com.afterpaymobile"/> 
 <package android:name="com.myklarnamobile"/> 
 <package android:name="com.squareup.cash"/> 
 <package android:name="com.paypal.android.p2pmobile"/> 
 <package android:name="com.globe.gcash.android"/> 
 <package android:name="viva.republica.toss"/> 
 <package android:name="dk.danskebank.mobilepay"/> 
 <package android:name="fi.danskebank.mobilepay"/> 
 <package android:name="no.dnb.vipps"/> 
 <package android:name="com.nhn.android.search"/> 
 <package android:name="de.number26.android"/> 
 <package android:name="jp.ne.paypay.android.app"/> 
 <package android:name="th.co.truemoney.wallet"/> 
 <package android:name="se.bankgirot.swish"/> 
 <package android:name="jp.auone.wallet"/> 
 <package android:name="com.satispay.customer"/> 
 <package android:name="com.venmo"/> 
 <package android:name="com.android.vending"/> 
 <package android:name="com.google.android.engage.verifyapp"/> 
 <package android:name="com.google.android.apps.maps"/> 
 <package android:name="com.sec.android.app.samsungapps"/> 
</queries> 

getRunningAppProcesses

 

Info.plist

 

 



 

 

 

 



 

 

 



 

 

 

/assets/abc/data /assets/config/data

    public static Key d() { 
        return e((d62.d.w() + y52.e.x() + f62.d.c() + 
a.h()).getBytes(StandardCharsets.UTF_8)); 
    } 

public static IvParameterSpec c() { 
        return new IvParameterSpec((a.g() + p.h() + 
b62.a.e()).getBytes(StandardCharsets.UTF_8)); 
    } 

public static byte[] b(byte[] bArr, Key key, IvParameterSpec ivParameterSpec, String 
str) { 
        try { 
            Cipher cipher = Cipher.getInstance(str); 
            cipher.init(2, key, ivParameterSpec); 
            return cipher.doFinal(bArr); 
        } catch (Exception e12) { 
            kb2.b.e("ABC.MUtils", "ad4 fail. " + i.r(e12)); 
            return null; 
        } 
    } 

• AES CBC

• _amm_config_key_

• 21334411425577620159316316524975



{ 
  "configs": { 
    "Network.dns_config_00001": { 
      "v": "[2.32.0:+âˆž)", 
      "d": 
"{\"scheme\":\"http\",\"path\":\"/d\",\"hosts\":[\"20.15.0.9\",\"20.15.0.95\",\"20.15.0.
158\"],\"encryKey\":\"<redacted>\" 
\",\"params\":{\"ttl\":\"1\",\"id\":\"25196\"},\"persistent_host_list\":[\"us.temu.com\"
,\"ca.temu.com\",\"au.temu.com\",\"nz.temu.com\",\"eu.temu.com\",\"jp.temu.com\",\"kr.te
mu.com\",\"br.temu.com\",\"sg.temu.com\",\"qa.temu.com\"],\"preload_host_list\":[\"us.te
mu.com\",\"ca.temu.com\",\"au.temu.com\",\"nz.temu.com\",\"eu.temu.com\",\"jp.temu.com\"
,\"kr.temu.com\",\"br.temu.com\",\"sg.temu.com\",\"qa.temu.com\"],\"pattern_str\":\"(.*)
\\\\.(temu|kwcdn)\\\\.com\",\"dns_ttl_max\":60,\"dns_bg_ttl_min_mobile\":1800,\"dns_bg_t
tl_min\":300,\"doh_params\":{\"ttl\":\"1\",\"id\":\"25196\"},\"origin_hosts\":\"doh.temu
.com\",\"doh_scheme\":\"https\",\"doh_path\":\"/s/d\",\"sign_key\":\"<redacted> 
\",\"sign_timeout\":3600000,\"black_pattern_str\":\"rewimg-us-1.kwcdn.com\"}" 
    }, 
    "Network.dns_dual_config_001": { 
      "v": "[2.60.5:+âˆž)", 
      "d": "{\"ip_stack_white_list\":{\"api\":{\"/api/bg-
aquarius/popup/homepage\":{\"ip_stack\":\"ip_stack_ipv6_first\"},\"/api/bg-
aquarius/popup/global\":{\"ip_stack\":\"ip_stack_ipv6_first\"},\"/api/bg-
aquarius/popup/default\":{\"ip_stack\":\"ip_stack_ipv6_first\"},\"/api/server/_stm\":{\"
ip_stack\":\"ip_stack_ipv6_first\"}},\"matracker\":{\"/ut\":{\"ip_stack\":\"ip_stack_ipv
6_first\"}}}}" 
    }, 
[…] 

[…] 
"prefetch.prefetch_common_config": { 
      "v": "[1.1.0:+∞)", 
      "d": 
"{\"prefetch_support_types\":[\"script\",\"style\",\"image\"],\"prefetch_each_json_load_
src_max_num\":300,\"preload_js\":\"(function() {var link = 
document.createElement('link');link.as = '%@';link.href = '%@';link.rel = 
'preload';document.head.appendChild(link);} ());\"}" 
    }, 
[…] 
"web.weblog_script": { 
      "v": "(-∞:+∞)", 
      "d": "(function(){if(window&&window.console){var 
methodList=['log','info','warn','error'];var newCons=(function(oldCons){var 
nativeLog=function(msg){try{if(msg){window.webkit.messageHandlers.webLogMessageHandler.p
ostMessage(msg)}}catch(error){}};var getArgumentsStr=function(args){var logs=[];for(var 
i=0;i<args.length;i++){try{if(Object.prototype.toString.call(args[i])=='[object 
Function]'){logs.push(args[i].toString())}else if(typeof 
args[i]=='undefined'){logs.push('undefined')}else{logs.push(JSON.stringify(args[i]))}}ca

https://gchq.github.io/CyberChef/#recipe=AES_Decrypt(%7B'option':'UTF8','string':'_amm_config_key_'%7D,%7B'option':'Hex','string':'21334411425577620159316316524975'%7D,'CBC','Raw','Raw',%7B'option':'Hex','string':''%7D,%7B'option':'Hex','string':''%7D)
https://gchq.github.io/CyberChef/#recipe=AES_Decrypt(%7B'option':'UTF8','string':'_amm_config_key_'%7D,%7B'option':'Hex','string':'21334411425577620159316316524975'%7D,'CBC','Raw','Raw',%7B'option':'Hex','string':''%7D,%7B'option':'Hex','string':''%7D)
https://gchq.github.io/CyberChef/#recipe=AES_Decrypt(%7B'option':'UTF8','string':'_amm_config_key_'%7D,%7B'option':'Hex','string':'21334411425577620159316316524975'%7D,'CBC','Raw','Raw',%7B'option':'Hex','string':''%7D,%7B'option':'Hex','string':''%7D)


tch(error){logs.push('[stringify error]')}}return logs.join(', ')};var myCons={};var 
oldConsMethods={};methodList.forEach(function(method){oldConsMethods[method]=oldCons[met
hod];myCons[method]=function(){if(typeof 
oldConsMethods[method]=='function')oldConsMethods[method].apply(oldCons,arguments);nativ
eLog({logType:method,text:getArgumentsStr(arguments)})}});return 
myCons}(window.console));methodList.forEach(function(method){window.console[method]=newC
ons[method]})}}());" 
    }, 
[…] 

/assets/config/data

• AES CBC

• 42132b322f063b161d4a7303745a596e

• 22505c58440b433c09520446547b7e12

 

 

 

https://gchq.github.io/CyberChef/#recipe=AES_Decrypt(%7B'option':'Hex','string':'42132b322f063b161d4a7303745a596e'%7D,%7B'option':'Hex','string':'22505c58440b433c09520446547b7e12'%7D,'CBC','Raw','Raw',%7B'option':'Hex','string':''%7D,%7B'option':'Hex','string':''%7D)
https://gchq.github.io/CyberChef/#recipe=AES_Decrypt(%7B'option':'Hex','string':'42132b322f063b161d4a7303745a596e'%7D,%7B'option':'Hex','string':'22505c58440b433c09520446547b7e12'%7D,'CBC','Raw','Raw',%7B'option':'Hex','string':''%7D,%7B'option':'Hex','string':''%7D)
https://gchq.github.io/CyberChef/#recipe=AES_Decrypt(%7B'option':'Hex','string':'42132b322f063b161d4a7303745a596e'%7D,%7B'option':'Hex','string':'22505c58440b433c09520446547b7e12'%7D,'CBC','Raw','Raw',%7B'option':'Hex','string':''%7D,%7B'option':'Hex','string':''%7D)
https://gchq.github.io/CyberChef/#recipe=AES_Decrypt(%7B'option':'Hex','string':'42132b322f063b161d4a7303745a596e'%7D,%7B'option':'Hex','string':'22505c58440b433c09520446547b7e12'%7D,'CBC','Raw','Raw',%7B'option':'Hex','string':''%7D,%7B'option':'Hex','string':''%7D)


 

 

 

 



libUserEnv.so

 

 

 



 

 

 

 

 



libcrash.so

 

 

 



 

 

 

 



libsecure_lib.so

 

 

 



 

 

getWindow()

getDecorView() getRootView()

 

    public final void h(Activity activity, n52.g gVar) { 
        View peekDecorView; 
        Window window = activity.getWindow(); 
        if (window == null || (peekDecorView = window.peekDecorView()) == null) { 
            return; 
        } 
        View rootView = peekDecorView.getRootView(); 
        if (rootView == null) { 
            x42.f.j("Papm.Leak.Repair", "repairActivity viewRoot is null, return. " + 
activity); 
            return; 
        } 
        k(rootView, gVar); 
    }    

activity.getWindow()

peekDecorView() getDecorView() getRootView()

draw() rootView



 

 

 



 

 

 

 

 

 



 

 

cmd package compile runtime.exec()

 

 

 



 

 

CAMERA

RECORD_AUDIO WRITE_EXTERNAL_STORAGE INSTALL_PACKAGES
ACCESS_FINE_LOCATION

INTERNET WAKE_LOCK
 

 

CAMERA

RECORD_AUDIO WRITE_EXTERNAL_STORAGE INSTALL_PACKAGES

ACCESS_FINE_LOCATION INTERNET WAKE_LOCK

• NSLocationWhenInUseUsageDescription

• NSSupportsLiveActivities

• NSCameraUsageDescription

• UIRequiresFullScreen
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https://www.blick.ch/wirtschaft/temu-shein-co-ueberfluten-die-schweiz-mit-billigware-taeglich-landen-bis-zu-einer-halben-million-paeckli-aus-asien-in-zuerich-id20076890.html
https://www.blick.ch/wirtschaft/temu-shein-co-ueberfluten-die-schweiz-mit-billigware-taeglich-landen-bis-zu-einer-halben-million-paeckli-aus-asien-in-zuerich-id20076890.html
https://www.blick.ch/wirtschaft/temu-shein-co-ueberfluten-die-schweiz-mit-billigware-taeglich-landen-bis-zu-einer-halben-million-paeckli-aus-asien-in-zuerich-id20076890.html
https://www.uscc.gov/sites/default/files/2023-04/Issue_Brief-Shein_Temu_and_Chinese_E-Commerce.pdf
https://www.uscc.gov/sites/default/files/2023-04/Issue_Brief-Shein_Temu_and_Chinese_E-Commerce.pdf
https://grizzlyreports.com/we-believe-pdd-is-a-dying-fraudulent-company-and-its-shopping-app-temu-is-cleverly-hidden-spyware-that-poses-an-urgent-security-threat-to-u-s-national-interests/
https://grizzlyreports.com/we-believe-pdd-is-a-dying-fraudulent-company-and-its-shopping-app-temu-is-cleverly-hidden-spyware-that-poses-an-urgent-security-threat-to-u-s-national-interests/
https://grizzlyreports.com/we-believe-pdd-is-a-dying-fraudulent-company-and-its-shopping-app-temu-is-cleverly-hidden-spyware-that-poses-an-urgent-security-threat-to-u-s-national-interests/
https://grizzlyreports.com/performance-history/
https://appdefensealliance.dev/reports/com.einnovation.temu_1706872227165973.pdf
https://appdefensealliance.dev/reports/com.einnovation.temu_1706872227165973.pdf
https://www.srf.ch/news/schweiz/tracking-mit-ortungsdiensten-der-spion-in-unseren-handys
https://www.srf.ch/news/schweiz/tracking-mit-ortungsdiensten-der-spion-in-unseren-handys
https://www.watson.ch/!345235115
https://handelsverband.swiss/news/beschwerde-gegen-temu-beim-seco-eingereicht/
https://handelsverband.swiss/news/beschwerde-gegen-temu-beim-seco-eingereicht/
https://reports.exodus-privacy.eu.org/en/reports/in.amazon.mShop.android.shopping/latest/
https://reports.exodus-privacy.eu.org/en/reports/in.amazon.mShop.android.shopping/latest/
https://reports.exodus-privacy.eu.org/en/reports/ru.aliexpress.buyer/latest/
https://reports.exodus-privacy.eu.org/en/reports/ru.aliexpress.buyer/latest/
https://reports.exodus-privacy.eu.org/de/reports/519955/
https://reports.exodus-privacy.eu.org/en/reports/com.einnovation.temu/latest/
https://reports.exodus-privacy.eu.org/en/reports/com.einnovation.temu/latest/
https://www.bj.admin.ch/bj/de/home/staat/datenschutz/internationales/anerkennung-staaten.html
https://www.bj.admin.ch/bj/de/home/staat/datenschutz/internationales/anerkennung-staaten.html


ε

ε

ε

https://www.srf.ch/news/schweiz/anleitung-gegen-tracking-drei-einfache-schritte-um-ihre-handy-daten-zu-schuetzen
https://www.srf.ch/news/schweiz/anleitung-gegen-tracking-drei-einfache-schritte-um-ihre-handy-daten-zu-schuetzen
https://www.lookout.com/blog/apple-lockdown-mode
https://developer.android.com/reference/android/app/ActivityManager
https://developer.android.com/reference/android/Manifest.permission#READ_LOGS
https://developer.android.com/reference/android/Manifest.permission#READ_LOGS
https://developer.android.com/guide/components/activities/intro-activities
https://developer.android.com/reference/android/view/View
https://developer.android.com/guide/topics/manifest/activity-element
https://developer.android.com/media/grow/media-projection
https://developer.android.com/reference/android/view/PixelCopy
https://source.android.com/docs/core/runtime/jit-compiler#force-compilation-of-a-specific-package
https://source.android.com/docs/core/runtime/jit-compiler#force-compilation-of-a-specific-package
https://developer.android.com/guide/topics/manifest/manifest-intro
https://reports.exodus-privacy.eu.org/en/reports/com.galaxusapp/latest/
https://reports.exodus-privacy.eu.org/en/reports/com.galaxusapp/latest/
https://reports.exodus-privacy.eu.org/de/reports/449993/
https://reports.exodus-privacy.eu.org/de/reports/517988/
https://reports.exodus-privacy.eu.org/de/reports/517988/
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